PRE-WORK
[image: ]
Workshop pack — Scenario 1
ARETE Scenario 1: The Encrypted Gateway
Stolen consultant laptop — workshop materials

Workshop material — print one copy. To be used together with the Scenario 1 paper template to assess the risk of one imaginary data breach.

1. Scenario briefing
Read carefully. You may underline key facts and write notes in the margin.
SocialWorld EU is an EU institutional body operating under Regulation (EU) 2018/1725 (EUDPR). It runs UnionGate, an online competence and knowledge hub that brings together external experts in social-affairs policy and periodically hosts on-site workshops for that community. SocialWorld EU has well-defined internal IT security procedures, a regulatory compliance framework, a Data Protection Officer (DPO), a Local Cybersecurity Officer (LCO) and a documented incident-response procedure.
For UnionGate, SocialWorld EU uses an external consultant who animates the experts' community and organises its workshops. The consultant works under a service contract with a Data Processing Agreement (DPA) under Art. 29 EUDPR. The DPA requires use of the SocialWorld EU corporate laptop (full-disk encryption) as the only device permitted to access or store SocialWorld EU data, use of SocialWorld EU's VPN for remote access, and immediate notification to SocialWorld EU IT Security of any security incident; offline work is permitted, with temporary local storage of data for justified tasks, subject to the storage-limitation policy.
The day after an on-site UnionGate workshop, the consultant's SocialWorld EU corporate laptop is stolen from their hotel room while travelling for work. Other electronics are taken too. The consultant files a police report and stresses that the laptop was locked and encrypted.
The chronology matters. The consultant reports the theft to the Head of Unit — the operational controller for UnionGate.
Day 1: The consultant reports the theft to the Head of Unit — the operational controller for UnionGate.
Day 4: The Head of Unit is away on mission and only informs the SocialWorld EU IT Security team on Day 4, on returning to the office.
Day 5: IT Security produces its initial technical assessment on Day 5, and the DPO is formally informed shortly after. 
One question you will have to take a position on is exactly when SocialWorld EU became 'aware' of a personal data breach for the purposes of the 72-hour notification deadline under Art. 34(1) EUDPR.
Initial technical findings. The laptop had full-disk encryption (BitLocker) enabled, as required by the DPA, with a strong, unique passphrase (20+ characters, mixed case, numbers and symbols, not a dictionary word, not reused). IT Security issued a remote-wipe command through the Mobile Device Management (MDM) platform; the command is marked 'sent' but execution is pending — it requires the device to connect to the internet, which it has not done since the theft. There is no evidence the passphrase has been compromised, no brute-force attempts on other accounts, no phishing linked to the theft, and no known vulnerability in the BitLocker implementation on this device.
The data involved. The laptop held a local copy of the UnionGate workshop participants list: first and last name, job title, professional email and professional postal address of approximately 1,750 external experts. The participants are PhD researchers, university professors, policy makers, journalists, NGOs, sociologists, MEPs and national social-affairs ministry experts. Based on the record of processing, the list contains no special-category data (no health, no financial, no national identification numbers). The consultant had downloaded the dataset from SocialWorld EU's servers ten days before the theft to prepare name badges and to use as a registration and attendance list; the workshop took place the day before the theft; the local copy had not yet been deleted or re-synced.
Availability. SocialWorld EU keeps up-to-date backups of all project data on its secured internal servers, so the data is not lost to the institution — there is no permanent availability problem for the controller.
Threat picture. The theft has the hallmarks of an opportunistic burglary (several electronic items were taken) rather than a targeted attempt to obtain the data; there is no forensic evidence the laptop was specifically targeted.

1. Incident timeline — Scenario 1 (Encrypted Gateway)
Chronology of the stolen-laptop incident. Times are UTC.
	When
	Event
	Source

	Day 1, 11:15 UTC
	The consultant discovers the SocialWorld EU corporate laptop was stolen from the hotel room — the day after the on-site UnionGate workshop. Files a police report.
	Police report / consultant statement

	Day 1, 12:45 UTC
	The consultant calls the Head of Unit (operational controller for UnionGate) to report the theft; distraught, stresses the laptop was locked and encrypted.
	Internal call log

	Day 4, 10:00 UTC
	The Head of Unit — away on mission since Day 1 — returns to the office and informs the SocialWorld EU IT Security team.
	Internal email

	Day 5, 13:30 UTC
	IT Security initial technical assessment. Findings: BitLocker enabled, strong 20+ char passphrase, no evidence of compromised credentials, opportunistic theft pattern. Remote-wipe command issued via MDM, marked 'sent' but pending (device offline since the theft). Data scope: ~1,750 external experts — first/last name, job title, professional email, professional postal address. No special-category data. Backup exists on SocialWorld EU servers.
	IT Security report

	Day 5, ~14:00 UTC
	DPO formally informed. Awareness threshold under Art. 34(1) EUDPR to be pinned down by the team — arguably Day 1 (the controller already knew an encrypted corporate laptop with workshop data was stolen) rather than Day 5.
	DPO notification log




	📋 How to use this timeline
Refer to it when working through the assessment — the internal information flow, the awareness threshold under Art. 34, and the factors supporting your risk band





2. Record of Processing Activities (RoPA) — Relevant elements - Art. 31 EUDPR
The RoPA entry for the processing activity affected by the breach. Refer to this when scoring the breach: it tells you who the controller and processors are, what data categories were exposed, what the lawful basis is, and what security measures were contractually required.

Processing activity: 'UnionGate Workshop — External Expert Coordination'
Controller: SocialWorld EU
DPO contact: dpo@socialworld.europa.eu
Activity manager: Head of Unit, UnionGate project
Purpose of processing: Coordinate the participation of approximately 1,750 external experts in the SocialWorld EU-hosted UnionGate workshop (registration, badge production, attendance list, programme distribution, post-event communication).
Lawful basis: Art. 5(1)(c) EUDPR — necessary for the performance of a task carried out in the public interest by SocialWorld EU (workshop programme delivery).

Data subject categories
External experts invited to the UnionGate workshop (≈1,750 individuals). Profile: PhD researchers/ university professors, MEPs. The data subject profiles do not present any inherent vulnerability (per EDPS Guideline §46).

Personal data categories
Identification: first and last name, job title.
Contact: professional email address and professional postal address.
Affiliation: institution, position, business unit.
Workshop participation: attendance dates, sessions attended, event location
NO special-category data under Art. 10 EUDPR.
NO criminal-convictions data under Art. 11 EUDPR.

Recipients
Internal: UnionGate project team, workshop coordinator, communications unit.
External processor (Art. 29 EUDPR DPA): the external consultant contracted for workshop preparation, including badge production. See attached DPA excerpts.
External controller (joint use): venue facility manager (limited to attendee list for room access).

Transfers outside the EU/EEA
None. All processing remains within EU jurisdiction.

Retention periods
Active operational dataset (full record): kept only as long as necessary for the workshop management cycle, subject to the storage-limitation policy (see DPA Clause 4.3). Once the workshop related project case file is closed, the related data are kept up to 5 years.
Archive record: retained indefinitely for historical purposes.
Application: the workshop ended the day before the theft, and the dataset had been downloaded ten days earlier on the external consultant’s machine; the consultant's local copy had not yet been deleted or re-synced to the servers before the theft.

Security measures (per Art. 33 EUDPR)
Primary storage: SocialWorld EU secured servers in production environment.
Backups: encrypted, off-site, tested quarterly.
Processor obligations: use of the SocialWorld EU corporate laptop (full-disk encryption — BitLocker or equivalent) as the only device permitted to access or store SocialWorld EU data; VPN required for system access; temporary local storage permitted only for justified tasks, subject to the storage-limitation policy; immediate incident-notification obligation.
Access controls: role-based; least privilege.
MFA: required for direct system access.
Logging: audit trail of access and download events.
	📋 How to use this RoPA
When scoring the breach, the RoPA tells you: (a) that the consultant is a processor under Art. 29 EUDPR, (b) what data categories were exposed, (c) what security measures were contractually required vs. what was actually in place, (d) what the retention picture looks like (the consultant's copy should have been deleted by now per the DPA — that is itself a contractual failure but not a separate data-protection violation). Map the breach scope back to the RoPA categories.





3. Data Processing Agreement (DPA) — relevant clauses
Excerpt from the consultancy services contract — Article 29 EUDPR DPA addendum. Only the clauses relevant to the breach are shown.

Contract: SocialWorld EU — UnionGate Workshop Coordination Services
Processor: [Consultancy Ltd]
Contract reference: EUCN/UG/2025/041
DPA effective from: Start of the UnionGate project preparation phase

Clause 4 — Security measures
4.1 Encryption: The processor shall use the SocialWorld EU corporate laptop with full-disk encryption (BitLocker, or equivalent NIST-approved cipher with AES-256 or stronger) as the only device used to access, store, or process SocialWorld EU personal data.
4.2 Remote access: The processor shall use SocialWorld EU's VPN for all access to SocialWorld EU systems. Direct connections without VPN are prohibited.
4.3 Local storage: Personal data may be stored temporarily on the corporate laptop only when strictly necessary for the contracted task, in line with the storage limitation policy. The processor shall maintain a deletion log for audit purposes.
4.4 Passphrase strength: Where encryption is keyed by passphrase, the passphrase shall be ≥16 characters with mixed-case, numbers, and symbols, and not a dictionary word. The passphrase shall not be reused for other services.
4.5 Device security: Devices shall be enrolled in SocialWorld EU's MDM (Mobile Device Management) platform to allow remote-wipe capability.

Clause 6 — Incident notification
6.1 Immediate notification: The processor shall notify the SocialWorld EU IT Security team immediately, and in any event no later than 24 hours, upon discovery of any security incident affecting SocialWorld EU personal data — including loss or theft of any device covered by Clause 4.1.
6.2 Processor assistance: The processor shall cooperate fully with SocialWorld EU's breach assessment, providing all relevant facts including encryption status, passphrase strength, exposure window, and any evidence of compromise.
6.3 Police involvement: For incidents involving theft, the processor shall file a police report and forward the case reference to SocialWorld EU within 48 hours.

Clause 8 — Sub-processing
8.1 Sub-processor authorisation: The processor shall not engage any sub-processor without prior written authorisation from SocialWorld EU.
8.2 In this engagement: no sub-processors were authorised.
	📋 How to use this DPA excerpts
Check the breach facts against the DPA clauses. The processor complied with Clauses 4.1 (corporate laptop, BitLocker enabled), 4.4 (strong passphrase), 6.1 (immediate notification — consultant called within 1.5h of discovery), 6.3 (police report filed). The processor potentially deviated from Clause 4.3 (the local copy had not yet been deleted or re-synced after the workshop, under the storage-limitation policy) — so the data was still on the device when it was stolen. Clause 4.5 (MDM enrolment for remote-wipe) is critical — the wipe command was sent but the device went offline before executing.



4. Internal incident response procedure (excerpts)
Excerpt from the institution's incident-response playbook, applicable to Scenario 1 (Encrypted Gateway). This is the procedure the team should follow when answering 'who should be informed, in what order' questions.

Step 1 — Initial notification (within 1 hour of discovery)
Person who discovers the incident must notify their line manager.
Line manager must notify the Local Information Security Officer (LISO) AND the Local Cybersecurity Officer (LCO).
LISO/LCO open a ticket in the incident-tracking system.

Step 2 — Triage (within 4 hours of discovery)
LCO assesses whether the incident involves personal data. If yes, the Data Protection Officer (DPO) is notified.
If the data scope is unclear, the LCO requests a rapid scope assessment from IT Security and HR (if employee data may be involved).
The Head of Unit responsible for the affected processing activity is notified.

Step 3 — Awareness (Art. 34(1) clock starts)
The institution is 'aware' when there is a 'reasonable degree of certainty' that a security incident has resulted in personal data being compromised (EDPS Guidelines on personal data breach notification, 14 December 2018).
It is NOT when the incident is first detected technically.
The awareness timestamp marks the start of the 72h legal threshold under Art. 34(1) EUDPR.

Step 4 — Notification to the supervisory authority preparation (within 24–48 hours of awareness)
The controller with the support of the DPO leads the breach assessment using the institution's risk methodology (the 'granular risk assessment instrument').
Controller (typically the institution's senior management responsible for affected the data processing activities, often via the Director or Secretary-General) provides the final notification decision (Go-No-Go).
Legal department can also review the Art. 34 notification text before submission.

Step 5 — Notification to the supervisory authority (no later than 72 hours after awareness)
DPO submits the Art. 34 notification to the EDPS via the EDPS notification portal.
If the assessment is HIGH RISK: The controller with the support of the DPO, the legal, controller and communication team drafts the Art. 35 communication to data subjects. It must be sent without undue delay.
If notification is made beyond 72 hours: the reasons behind the late submission field in the notification must be completed.

Roles and responsibilities
	Role
	Responsibility

	Person who discovers the incident
	Immediate notification to line manager; preservation of evidence; no public statements.

	Line manager
	Report incident to LISO/LCO within 1 hour; coordination with affected business unit.

	LISO / LCO
	Technical investigation; containment; evidence preservation; coordination with processor (if applicable); ticket management.

	IT Security team
	Forensic analysis; MDM / remote-wipe actions; access revocation; password resets.

	DPO
	Personal data risk assessment; advice/support to Art. 34 notification preparation and submission; Art. 35 communication drafting.

	Head of Unit
	Operational impact assessment; staff coordination; communication with affected internal stakeholders.

	Legal
	DPA enforcement on the processor; coordination with police if applicable; possible review of the notification text.

	Communications / Press
	External communications coordination if media interest; should NOT drive Art. 35 timing.

	Senior management (Director / Secretary-General)
	Responsible for signing-off the decision-making processional behind Art. 34 / Art. 35 notification/communication decision; signs off on the late reasons if applicable; accountability under Art. 4(2) EUDPR.
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