Workshop pack — Scenario 2: HR Recruiter Workstation Compromise (HRSOptional)
1. Scenario briefing
Context
The incident occurs within SocialWorld EU, an EUIBA which has its own HR department and its own IT department, including a specialised cybersecurity section.
SocialWorld EU relies on internal, on-premise tools for HR-related processing. HRSOptional is the internal HR application suite; it provides desktop tools including a mail application (with contacts, task and calendar functionalities). HR working documents (applicant files, timesheets, appraisals) are held on internal network file shares / an internal HR document repository, accessible from staff workstations according to role-based permissions. No HR processing is outsourced to an external cloud provider.
The organisation's data-protection rules require multi-factor authentication (MFA) for access to systems containing personal data. The IT department operates endpoint detection and response (EDR), Data Loss Prevention (DLP), a SIEM, and an e-mail security gateway with SPF/DKIM/DMARC enforcement.
Incident description
Day 1, 10:55 UTC — Lure delivered An internal HR recruiter receives an e-mail from a look-alike sender domain — ithelpdesk@socialworld-support.eu (a separate registered domain, not the genuine socialworld.europa.eu, which is protected by DMARC). The message reads: "Your mailbox storage is full. To keep receiving e-mails, please follow the instructions in the attached PDF. To open the PDF use the password X&22Vrr." The attachment is a password-protected PDF, so the e-mail gateway's malware scanner cannot inspect the encrypted attachment.
Day 1, 11:10 UTC — Workstation compromised The recruiter opens the PDF using the supplied password. The document prompts the recruiter to run a follow-on component presented as a "secure document viewer." This silently installs an information-stealer / remote-access implant on the workstation, running in the context of the logged-in user. A benign notice is displayed ("This document will be processed by IT — no further action is required"), so nothing visibly anomalous occurs and no suspicion is raised.
Day 1, 12:00–16:00 UTC — Internal access The implant establishes command-and-control and harvests locally stored session tokens/cookies and the recruiter's live, already-authenticated application sessions. Operating from the trusted workstation under the recruiter's identity, the attacker reads the mailbox and browses the internal HR file share / document repository the recruiter is authorised to reach. Because activity originates from the recruiter's own authenticated device, MFA is never challenged and there is no "unusual login location" signal.
Day 1, 16:30 UTC — Secondary lure Using harvested contacts and calendar entries, the attacker sends the same lure from the recruiter's mailbox to 350 internal staff and 780 external stakeholders. The sends are spread in batches to stay below anti-spam volume thresholds; the messages are flagged low-confidence and queued for review rather than blocked.
Day 1, ~20:00–23:34 UTC — Exfiltration The attacker stages selected files, compresses and encrypts the archive locally, then exfiltrates ~5 GB to an external server over an allowed protocol to a destination not yet on any blocklist. DLP is not triggered: content inspection is defeated by the encryption, and the transfer is throttled and staged to remain below DLP behavioural / volume thresholds.
Day 2, 08:30–10:30 UTC — Detection and triage Overnight, a handful of internal recipients of the lure report it to the IT helpdesk. In parallel, the EDR alerts raised by the loader — which had been queued for out-of-hours triage — are reviewed, and an egress anomaly to a low-reputation destination is correlated.
Day 2, 10:30 UTC — Containment The cybersecurity team isolates the workstation, disables the recruiter's account, revokes active sessions/tokens, forces a credential reset, and begins containment and forensic imaging of the laptop.
Day 2 — Scope of the data affected Forensics confirms the workstation was the entry point and that the attacker accessed the mailbox and the HR document share reachable from it. Egress logs confirm ~5 GB left the environment, and file-share access logs show which directories the recruiter's session touched. However, because the actions used the recruiter's legitimate credentials and the implant tampered with parts of the local endpoint logs, investigators can bound the set of data that was accessible and likely taken but cannot yet confirm the exact individual files exfiltrated.
The potentially affected data include:
· internal e-mails between colleagues (with or without attachments);
· e-mails to external stakeholders (providers, partners, etc.);
· HR documents — applicants' CVs and supporting documents, staff timesheets, and applicant/staff appraisals.
Data-subject groups affected: current employees · former employees.
Operational impact: workstation isolated and imaged; account disabled; sessions/tokens revoked; credential reset enforced; secondary-lure recipients warned; investigation ongoing



2. Record of Processing Activities (RoPA) — Art. 31 EUDPR
The RoPA entry for the affected HR processing. May serve when scoring the breach: who the controller and processor are, what data was exposed, the lawful basis, and the security measures required.
[Full RoPA. https://socialworld.eu/register/7642.html]
Processing activity: 'SocialWorld EU — HR Records, Recruitment and Correspondence 
Controller: SocialWorld EU
DPO contact: dpo@socialworld.europa.eu 
Activity manager: Head of HR, SocialWorld EU
Purpose of processing: Recruitment management, personnel record-keeping, internal and external HR correspondence, and workforce administration.

Data subject categories and data exposed in the breach
	DS category
	In scope
	Data fields exposed

	Current employees
	part of the affected population
	Name, professional contact details, staff timesheets, internal/external correspondence (with attachments), appraisals.

	Former employees
	part of the affected population
	Historical HR records held in the recruiter's drive. 



Provider / processor
External processor (Art. 29 EUDPR DPA): HRSOptional solution provider, (desktop solution offering mail application with contacts, tasks and calendar tools).

Transfers outside the EU/EEA
None.
Retention periods
Active employees: duration of employment plus the statutory period under the Staff Regulations / national law.
Former employees: a fixed period of 30 years from termination, then hard deletion.
Security measures (per Art. 33 EUDPR)
Encryption at rest and in transit (provider-side).
DLP (Data Loss Prevention): monitors outbound data
SIEM monitoring: detect anomalous log-in patterns
Phishing reporting: staff are expected to report suspicious emails
Remote access possible via secured VPN and security token


4. Internal incident response procedure (excerpts)
Excerpts from the institution's incident-response playbook, applicable to Scenario 2 (HR Recruiter Workstation Compromise). This is the procedure to follow when answering 'who should be informed, in what order' questions.
Step 1 — Initial notification (within 1 hour of discovery)
Person who discovers the incident notifies their line manager.
Line manager notifies the Local Information Security Officer (LISO) AND the Local Cybersecurity Officer (LCO).
LISO/LCO open a ticket in the incident-tracking system.
Step 2 — Triage (within 4 hours of discovery)
LCO assesses whether the incident involves personal data. If yes, the Data Protection Officer (DPO) is notified.
If the data scope is unclear, the LCO requests a rapid scope assessment from IT Security and HR (if employee data may be involved).
The Head of Unit responsible for the affected processing activity is notified.
Step 3 — Awareness (Art. 34(1) clock starts)
The institution is 'aware' when there is a 'reasonable degree of certainty' that a security incident has resulted in personal data being compromised (EDPS Guidelines on personal data breach notification, 14 December 2018).
It is NOT when the incident is first detected technically.
Becoming aware starts the 72-hour clock under Art. 34(1) EUDPR.
Step 4 — Notification to the supervisory authority preparation (within 24–48 hours of awareness)
The controller, with the support of its DPO, handles the breach assessment using the institution's risk methodology (the 'granular risk assessment instrument').
The controller (typically the institution's senior management responsible for the affected data processing activities, often via the Director or Secretary-General) makes the final notification decision.
Legal department may provide support and review the Art. 34 notification text before submission.
Step 5 — Notification to the supervisory authority (no later than 72 hours after awareness)
The controller or the DPO submits the Art. 34 notification to the EDPS via the EDPS notification portal.
If the assessment is HIGH RISK: The controller with the support of its DPO and Communications team drafts the Art. 35 communication to data subjects. Sent without undue delay.
If notification is made beyond 72 hours: the late submission reasons field in the notification must be completed.

Roles and responsibilities
	Role
	Responsibility

	Person who discovers the incident
	Immediate notification to line manager; preservation of evidence; no public statements.

	Line manager
	Report incident to LISO/LCO within 1 hour; coordination with affected business unit.

	LISO / LCO
	Technical investigation; containment; evidence preservation; coordination with processor (if applicable); ticket management.

	IT Security team
	Forensic analysis; MDM / remote-wipe actions; access revocation; password resets.

	DPO
	Personal data risk assessment; advice/support to Art. 34 notification preparation and submission; Art. 35 communication drafting.

	Head of Unit
	Operational impact assessment; staff coordination; communication with affected internal stakeholders.

	Legal
	DPA enforcement on the processor; coordination with police if applicable; possible review of the notification text.

	Communications / Press
	External communications coordination if media interest; should NOT drive Art. 35 timing.

	Senior management (Director / Secretary-General)
	Responsible for signing-off the decision-making processional behind Art. 34 / Art. 35 notification/communication decision; signs off on the late reasons if applicable; accountability under Art. 4(2) EUDPR.



